Audit and Advisory Services
611 University Hall
audit@berkeley.edu
http://audit.berkeley.edu
Dear UC Berkeley Family,
The climate at UC Berkeley throughout fiscal year 2015 was one of sustained high
volume and high velocity change on multiple fronts. Under the best circumstances, risk is inherent during periods of rapid change. The outlook for the future is
positive in the long-term and mixed in the near-term.
Based on the assurance and advisory projects completed during the fiscal year
ended June 30, 2015, as well as control implications arising from investigative
activities and representations made by University management, the internal control structures over the governance, risk management, financial, operating, and
compliance activities of the University of California, Berkeley provide reasonable
assurance that:






resources are adequately protected;
financial, managerial, and operating information is accurate, reliable, and
timely;
employees’ actions are in compliance with policies, procedures, standards,
and applicable laws and regulations;
resources are acquired economically and used efficiently; and
programs, plans, and objectives are achieved.

In performing our work during the fiscal year, we did not identify any deficiencies
we considered to represent material control weaknesses. Further, we did not identify any areas where management decided to accept a level of risk that we viewed
as unacceptable. The University of California has adopted the Internal Control
Framework published by the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) as the basis for assessing internal controls. The
scope of our work was not limited by management or others, nor were there any
instances where we considered our independence or objectivity impaired.
These statements are made with the understanding that no system of control provides absolute assurance that controls function effectively. Also these statements
are not meant to imply that fraud and other irregularities do not exist or are certain to be detected. The statements are also made with the understanding that
decisions as to the level of tolerable risk accepted by the organization are ultimately determined by management. These statements are intended solely for the
information and use of University management, the senior vice president and
chief compliance and audit officer, and the Board of Regents of the University of
California and are not intended to be and should not be used by anyone other
than these specified parties.
We are accountable to each other.
Respectfully,

Wanda Lynn Riley
Chief Audit Executive

Wanda Lynn Riley
Chief Audit Executive
wlriley@berkeley.edu
510-642-8293

Jaime Jue
Associate Director
jgjue@berkeley.edu
510-642-2064

FY2016 Service Plan
Audit Engagements

Aligned Campus
Strategic Initiative

Implementation of Regulatory Changes
under the Uniform Guidance

Research Innovation

Internal Communications

Organizational/Operational Excellence

Leave Management and Liability

Financial Accountability and
Sustainability

Business Partnerships (including public
private partnerships, exclusive
arrangements, joint ventures)

Revenue Generation

Procurement in the International
Environment

Global University; Research Innovation

Lawrence Hall of Science

Organizational/Operational Excellence

Space Sciences Laboratory

Research Innovation

Student Fees
International Visiting Scholars

Undergraduate Education
Global University

Performance Measurement

Organizational/Operational Excellence

Commercialization of Intellectual
Property

Revenue Generation

Research Data Management

Research Innovation

Supervisory Control and Data
Information Risk Governance and
Acquisition/Embedded Systems
Emergency Planning and Management
Alignment of Human Resources System Organizational/Operational Excellence
Access, Roles, and Responsibilities Post
Campus Shared Services Implementation
Executive Compensation (system)

Financial Accountability and
Sustainability

HIPAA Compliance

Information Risk Governance

Construction (system)

Campus Capital Plan

IT Security

Information Risk Governance

Report on Activities and Outcomes
Fiscal Year 2015
and
Annual Service Plan for Fiscal Year
2016

September 22, 2015
As a trusted partner, we provide independent, objective,
and risk based information, assurance, and insight at
the right time to the right people to foster effective
decisions.

Top UC Berkeley Risk Themes

Audit and Advisory Services’ Year in Review

Results of the FY2015 Enterprise Risk Assessment

We focus on service, innovation, accountability, collaboration, and simplification.

Tough strategic budget decisions with
flat in-state tuition, capped out-of-state
enrollment, delays in projected savings
from shared services, and healthcare and
post-employment benefit costs increases


Financial forecast —
alternative revenue generating, financing, and cost savings strategies,
tuition dependency

 Public-private partnerships and
donor-build models to finance new construction


First graduating class of the Online Master of Information and
Data Science degree program



Poised to launch a new capital campaign including new investment in the development enterprise



Migration to Campus Shared Services completed, end-to-end
business process alignment ongoing



Established Tsinghua—UC Berkeley Shenzhen Institute



40% turnover in academic and administrative campus executive
leadership over the last two fiscal years



Six new governance structures (senior leadership, information
technology, undergraduate education, arts and design, real estate
enterprise, and strategic partnership development)



Student information system implementation project in progress



Uniform Administrative Requirements, Cost Principles, and
Audit Requirements for Federal Awards implementation



Conceptual plans for Berkeley Global Campus,
Richmond Bay moving forward



New management systems: Contracts and
Grants Accounting system, PI Portfolio, and
Caltime

Change management —
new leadership and direction, application implementation projects, new
initiatives, new affiliations, new regulation, global engagement, objective assessments, continuity

Infrastructure — utilities, capital renewal, enterprise
information systems, research administration and compliance support, documented end-to-end process flows and
internal controls for key business activities

Campus climate — staff morale, internal communication, performance management, institutional knowledge,
strategic planning, compensation, performance measurement, human resource practices

Information and technology — data and records

Berkeley Global Campus at Richmond Bay

Management Action Plans Responsive to High Risk Audit Observations







Develop performance measures and key indicators for shared
services. Update savings projections. Implement comprehensive plan to address staff morale, including recognition.

Adopted inaugural policy governing campus activities involv- 
ing minors.

Align recharge administrative processes with decisionmaking authority.

Hired campus privacy officer and established the Information 
Risk Governance Committee whose charge includes evaluating campus privacy issues.

Formalize standard end-to-end business process in the postCSS implementation environment. Communicate service level agreements, roles and responsibilities.

Enhanced monitoring capability over cost transfers by requir- 
ing journal class identification for journal entries.
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Investigations
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Average Projects
per Auditor

4

2257 hours
19%

Direct Service 11995 hours 92%

Audit 8707 hours 72%

Common Observed Control Deficiencies
FY2013
Change management

Strengthen oversight, monitoring, management reports, and
training related to key monthly financial control activities.

17

Consultations

Planned

Revitalized emergency preparedness - new emergency opera- 
tions center with equipment and supplies, training for emergency operations staff, and technology business impact analysis.

Distribution of FY2015 Audit Hours by
Functional Area

94%
Audits

management, obsolescence, security, disaster recovery, project
management, privacy

Implemented

Service Plan
Projects
Completed

Investigation 1031 hours 9%

Top ranked public university by
U.S. News and World Report


Consultation

Highlights from FY2015 for UC Berkeley

FY2014

FY2015

Broad access to post journal entries to the
Broad access to post journal entries to the
general ledger with deficiencies in post trans- general ledger with deficiencies in post transaction reviews
action reviews

Inconsistent quality in disaggregated manual
Change management
key controls

End-to-end internal control/procedural documentation for key business processes

Management reporting

Campus-level monitoring of key business
objectives, activities, and outcomes

Financial modeling for decision support

Fiscal management of enterprise activities

Disaster recovery plans for key information
systems

Shared governance for centralized administrative activities

Contract management

Inconsistent quality in disaggregated manual
Succession planning
key controls

